YCTpPOUCTBO NpeaHasHa4eHO UCKMOYUTENBHO AN
obpasoBaTesibHbIX Lenemn

YpaneHve nnm nameHeHne nobbix HACTPOEK 6E30NACHOCTM MOXET NPUBECTU K YACTUYHOM
NI NOJTHOW NOTEPE BO3MOXXHOCTU CUHXPOHM3ALUM KOHTEHTA MEXAy BCEMU YCTPONCTBAMMU
(B nepByto o4epepb 3TO KacaeTcsa y4ebHMKOB 1 Apyron nutepaTtypbl, pacnpocTpaHAeMon
yepes npunoxeHue iBooks).

PekomeHpgyeTca:

- Wcnonb3oBaTb NPMBSA3KY K UMEIOLLIENCS N HOBOKW ydYeTHou 3anncu ApplelD;

- Wcnonb3oaTtb ansa Gonblen 6e3onacHOCTU Kog-nNaposb Ans pa3briokMpoBKy
YCTPOWNCTBA;

- He ycraHaBnuBaTtb 60MbLLOE KOMYECTBO CTOPOHHMX NPUMOXEHWUIN ONS
npegoTBpaLLeHns 3aMUHOK B CUHXPOHM3aLMN KOHTEHTa 1 €e TOPMOXEHWS;

- He otkntovaTb Neonokaumio yctponctea (yHKUns «Hamtn ycTponcTBO» MOXET
NMOMOYb B MOUCKE YyTEPSIHHOrO YCTPOWCTBA);

He pekomeHayeTcs:
- B HacTporkax 6e3onacHOCT/ ycTaHaBnMBaTh B Ka4ecTBe MeToaa pa3bnokupoBku
YyCTPONCTBA CKaHMPOBaHWE AAKTUITOCKONNYECKOro pUCyHKa OOHOMo U3 nanbueB
nonb3oBartens;

3anpeLeHo:
- [lepepaBaTtb yCTPOMCTBO TPETLMM NLAM OS89 UCNONBb30BAHMS MU MaHUNYNALUN C
HacTpovikamu (MOMHWTE, BbIBEAYT U3 CTPOSI YCTPOMUCTBO OHW, @ OTBEYaTb 3a Hero
Bam);
- Ypanartb Bce HaCTPOWKM unn copacbkiBaTb BCE HACTPONKN YCTPOMCTBA K 3aBOACKMM
(B J@HHOM cryyae TexHU4Yeckne coTpyaHukm LieHTpa B npase oTka3aTb B
o6Ccny>KMBaHNN TaKoro yCTPOMCTBA);



Cnucok Heob6xogQUMoro NporpaMMHoOro obecneyvyeHus:
1. Capsule (Check Point Capsule Connect);

RD Client;

Pages;

Numbers;

Keynote;

Mb4reader;

A.KapThbl;

Yandex (AHgekc Gpaysep);

©NOO kWD



Capsule

Mpunoxenune Capsule (Check Point Capsule Connect) ncnonbayetcst ansd nogknioYeHns K
nokaneHomn cetn LleHTpa nssHe no texHonorun VPN. [Ina aBTopmsaumm MCNosb3yoTcs
NOrMH 1 Naponb none3oartens. Mpu NogkNoYeHnn yCTPONCTBO NoNyyaeT 4OCTYynN K
nokanbHbIM pecypcam LleHTpa To4HO Takke, ecnv 6bl OHO HAaX0AMMOCh PU3NYECKN Ha
Tepputopum LleHTpa B 30He gencTBmsi 6ecnpoBOAHON CEeTH.
NMocnepoBaTeNnbHOCTb UCMONb30BaHUS NMPUITOXEHUS:
1. OtckannpoBaTtb QR-kog Anst aBTOMaTUYECKON HACTPOWKN NMPUITOXEHWS;
2.  Ecnu QR-kog oTcyTCTBYET, HEO6XOANMMO HACTPOUTD MPUITOXKEHNE BPYYHYIO:
2.1. BbIibpaTtb nyHKT “Manual connection”;
2.2. BBectu B nonga “Server Name or IP Address” n “Display Name” IP agpec
cepBepa Check Point Capsule Connect — 85.143.200.18;
2.3.  Mpwu noasneHnn coobenuns “Do you trust this server?” (WnNn NHOFO, CXOXEro
no cogepxaHuio) - Bbibpatb NyHKT “Trust”;
2.4. [anee Heobxoammo BbiOpaTb MeToa ayTeHTUdMnkaumm - “Username and
Password”;
2.5. Ha atom py4Hasa HacTponka NoaKmoYeHNs 3aBepLUeHa.

3. llocne HacTpowkM nnmn Npu crieaytowem 3anycke NpunoxeHuns oyaet otobpaxaTbcs
CMUCOK JOCTYNHbIX AN18 NOAKMIYEHWSI CEPBEPOB (B HaLLeM Criydae TOSbKO OOUH).
[na NOAKMYEHMs HYXXHO HaXkaTb Ha HYXHbI cepBep (ecnu cuctema 6esonacHocTn
YCTPOWCTBA CNPOCUT paspeLLeHne Ha co3gaHme nunm nameHeHne Hactpoek VPN
NoOKITHYEHNN, HEOOXOAMMO COrNacUTbLCA Ha 3TN AeUCTBUA).

4.  [lpu HenocpeaCTBEHHOM MOAKTHYEHNM HEOOX0AMMO BNMcaTb B COOTBETCTBYOLLME
nosisi IOrMH M Naposib NOMb30BaTENS U HaXaTb kHonky “Connect”.

5. Tlpwn BBOAE KOPPEKTHBLIX AaHHbLIX NPOM30OMAET yCnewHas asTopmsaums
nonb3oBartento byaeT AeMOHCTPMPOBATLCS IKPAH CO CTaTyCoOM NOAKNoYeHus (¢
o6paTHbIM OTCYETOM A0 NPUHYAUTENBbHOMO OTKIMIOYEHNSA aKTUBHOM CECCUN B LIENAX
6esonacHocTn).

Mpn HeOH6XOOUMOCTM aKTUBHYHO CECCUI0 MOMb30BaTENA MOXHO 3aKpbITh B NPUHYAUTENBHOM
nopsiAKe 13 TOro e OKHa.

Yandex

Yandex, oH e Angekc bpayaep - 0603peBaTenb CETU MHTEPHET OT OTEYECTBEHHbIX
pa3paboTunKoB. YCTaHaBMMBaETCS Kak 3aMeHa BCTPOEHHOMY B cuctemMy Gpaysepy Safari B
Kaknx-To cneumndmnyeckmx sagadax.
MocnepnoBaTeNnbHOCTb UCMONb30BaHUS NMPUITOXEHUS:

1. OTkpbITb NpunoxeHue Yandex Ha paboyem cTorne yCTponcTBa;

2. Tlonb3oBaTbcs.

A.Kaptbl

HaBuraumoHHasa nporpamma ¢ BO3MOXHOCTbIO NPOCMaTpUBaTb MHTEPAKTUBHBLIE KapThbl
MECTHOCTU, UCKaTb BCEBO3MOXHbIE MeCTa 1 OpraHn3aumm, CTpoUTb MapLipyThl U T.M.
MocnepoBaTeNnbHOCTb UCMONb30BaHUS NPUITOXEHUS:

1. OTkpbITb NpunoxeHune A.KapTbl Ha paboyem cTone yCTPONCTBa;

2. Tlonb3oBaTbcs.



RD Client

KrnneHT ansa noaknoyeHns K yaaneHHbslM ycTponcteam no npotokony RDP. NcnonbayeTcs
ANA NOAKMYEHMs ¢ Noboro yCTponcTea, B TOM YMCne U C 3Toro, Ha TepMuHanbHble
cepsepa LleHTpa.

MocnepoBaTenbHOCTb UCNONB30BAHUSA NPUSIOXKEHUS:

1.
2.

3anycTnTb NpUoXeHue;

HactponTb HOBOE NoakmntoyYeHne K TepMmnHanbHOMYy cepBepy:

2.1. Ha4daTb HaCTPOWKY HOBOIO MOLKIYEHMS (3HAYOK “nntocuka” B BEPXHEM
npaBsoMm yrny;

2.2. Bbibpatb BapuaHT “Pabounn cton”;

2.3. Beectn “Uima MK” — 172.17.3.53;

2.4. TyHKT “YyeTHada 3anucb nonb3oBaTensa” - BbibpaTte NYHKT “BBOONTD Kaxabln
pas”

2.5.  HaxaTtb kHonky “CoxpaHuntb”.

Mocne HacTporkn XxoTs Bbl OQHOrO NOAKIMOYEHUSA NPKU 3anycke NpunoxeHnsa yayT

AEMOHCTPUPOBaTLCH BCe OOCTYMHbIe ANSA NOAKNIOYEHNS YCTPONCTBA (B HaLlem

crny4ae TONbKO OJHO, CBEXEHACTPOEHHOoE).

Mpun OTKpbITUK ONpeaeneHHoro nogkntoyeHnsa byaeT AeMOHCTpUpoBaTbCs 3anpoc Ha

BBOJ, Aa@HHbIX A58 NOAKMYEHUS:

4.1. Mms nonb3oBaTenss — norMH ZOMEHHOW YYETHOM 3anucu;

4.2. [Maponb — naponb JOMEHHOM y4eTHOW 3anucy;

4.3. CoxpaHnTb UMS NoMb3oBaTens U Naposib (MOXHO He CTaBUTb, T.K. cUCTeMa
npy oMepeaHOM MOAKIHYEHUN B MPUHYAMUTENbHOM NOPSAKe NONpocuUTb
noaTBepauTb AaHHble AN BXOAa).

Mocne BBOAa BCex HEOOXOANMBIX AaHHbIX CUCTEMA MOXET BblAaTb

npeaynpexaeHne, 4to cepTudukaT, NCnonb3yemMbln Ha yaaneHHOM YCTPONCTBE, He

NpoXoauT NPOBEpPKY NOASIMHHOCTU UMM B CKOPOM BPEMEHMU UCTEKAeT — HaxXaTb

knasuwy “NpuHaTL”.

Mocne aToro nponsonaeT ycrneLwHoe NogKNioYeHne K LieneBomMy cepBepy

OcobeHHocTU paboTbl no npotokony RDP:

Mpw 3aKpbITUM NPUNOXEHNUST UM MPOCTO CBOPAYMBaHMUN NPUITOXKEHUS Yepes
HEKOTOpPOe BpeMS ceaHC paboTbl TEKYLLEro nonb3oBaTens OyaeT OTKMYEH, OQHAKO
ero ceccusi He OyaeT 3aBeplLueHa (Bce 3anyLeHHbIe NPUMOXEHNsI OCTaHYTCS B
paboTatoLem COCTOSTHAN). YTO MOXET NPUBECTU K UCTOSNb30BAHMIO BMYCTYHO YacTu
pecypcoB cepBepa 1 BO3HUKHOBEHWUIO TEM CaMbiM NOABMCAHUS YCTPONCTBA.

[nsi npegoTBpaLLeHns ONMCaAHHOW BbILLE CUTYaLMN peKOMeHAYyeTCs NPON3BOaNTb
Bbixog n3 cuctembl Tekyulero nonb3oBatens ([yck -> 3aBeplueHne ceaHca/Bbixoa
N3 CUCTEMBbI).

Bce gewncteusi, npon3Boaumble Nosib3oBaTenemM npy NOAKMYEHUN K yaaneHHoOMY
YCTPOWNCTBY BbINOJSHSAKOTCA HEMNOCPEACTBEHHO HA TOM YCTPOWCTBE (YAaneHHOM AN
nonb30BaTess), YTO 03HaA4YaeT, YTO B BOMbLUMHCTBE CIly4aeM KOMMpOBaHME NN
nepemeLLeHne aHHbIX Mexay yAaneHHbIM YCTPOMCTBO M JTIOKarbHbIM YCTPOMCTBOM
HEBO3MOXHO.

B Takux cnyyasx gaHHble XenaTenbHO NEPEHOCUTL Yepes BIIOXKEHNS B MOYTE,
harinoobMeHHbIE CUCTEMbI M OBNaYHbIE XpaHWUMLLA U T.0.



Pages, Numbers, Keynote

BecnnaTtHbIn oduCHBIN NakeT, aensowmica 3ameHon Microsoft Office.
[laHHble MOXHO NepemMeLLaTth C UCnoNb3oBaHMeM 6ecnpoBogHbIX TexHonorun (Bluetooth,
Wi-Fi), nyTem oTnpaBKku Ha NOYTY UMK, HANPUMEP, NPU NOMOLLM BITOXXEHUI K 3NIEKTPOHHbLIM

CoO0LLEeHNAM.



